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Medical Image Encryption Algorithm Based on Chaotic Systems and
Machine Learning
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(1. School of Sofiware , Beijing Jiaotong University ;
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Abstract: With the acceleration of informatization process in the medical industry, the encryption protection of medical images, which carry
sensitive information such as patient privacy and clinical data, has become a hot issue in the industry. At present, pixel disruption, chaotic
system and machine learning are commonly used in academia and industry to encrypt and protect medical images , but these methods still have
problems such as waste of arithmetic resources, lack of protection of encryption key, low encryption rate, and small key space. In order to
solve the above problems, this paper proposes a new image encryption algorithm based on chaotic system and neural network, MCBS algo-
rithm, which firstly utilizes the S=box and logical chaotic system to disrupt the medical images ; and then uses the matrix key encrypted by cha-
otic system and outputted from neural network and width learning network to perform a heterosynthesis operation with the disrupted image.
Then the matrix key output from the neural network and the width learning network encrypted by the chaotic system is used to carry out the dif-
ferent—or operation with the disordered image to realize the pixel diffusion of the image ; finally, the digital signature technology is used to pro-
vide protection for the transmission process of medical images. In the security test, this paper compares the MCBS algorithm with the main-
stream RIE-RID, CCAES and FOLS algorithms. The results show that the MCBS algorithm outperforms the others in terms of correlation and
PSNR.
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Fig. 1 Image encryption flow
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Input: Choose the parameters p > 2" ,
b e [l,p - 1] .

Output: The required S—box.

where m = log, M and

Begin

Make sure p = 2(mod 3);

Calculate the points on the ECE, ;3

From the EC points, choose the first 2" elements of the y—coor-
dinate and design a set A;

Select two random sets of integers s.t. B, © [0, 2" — 1] and |Bt| =
2"fori=1,2;

Compute the two sets C, and C, : C, = (A + Bi)( mod 2'")f0ri =
1,25

Choose the parameters a,y from O = {0, 1., 2" - 1} , and
B, 7 from C, and C, respectively;

Letx =0:2" - 13

Galois field z = GF (m) 3

Initialize set S, = [, ] ;

forj = 1to2" do

fi=ali)xz(7)+B(j);
fr=y(i)xz0) + () s
if a(j)xn(j)-B(7)xy(j)#0andy(j)xz(j)+n(j)#Othen
S, = %;
S, =[S,.5];

End if

End for

End
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Fig. 2 The architecture of convolutional neural network
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Input: target image(w X h ), data set X

Output: matrix S;, matrix S,

Begin

X,y,z < get initial Lorenz paraments;
fori<—1tow:

Update dx, dy, dz by Eq.4;

Update x by Eq.5;

Add x into chaotic sequence;

End for

Reshaping chaotic sequence into convolution layerl kernel ma-
trix ;

foriinn do:
Train CNN model with filters by Eqs.(9,10) ;

Use SGD to minimize the loss function by Eqs.(11,12);

End for

Reshape convolution layer 1 weights into matrix S,(w X h);

Reshape convolution layer 2 weights into matrix S,(w X h);
End
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Input: dataset (X, y) , Number of feature nodes N,, Number of
enhancement nodes N,, Shrinkage coefficient s, Ridge penalty
term A

Output: matrix X2(w X h )

Begin

Normalize data set X ;

Initialize weights and biases for feature nodes and enhancement
nodes B3,

foriinndo

Compute feature mappings: F, = go(XW/; +,8f‘),i =1,,n,
¢ 1s activation function;

Get features by E, = f(F"W(AW +Bem), Fr = [Fl, ---,F,L] while
using N, ;

Minimize the loss by ridge regression ;

W = argmin|[HW = y ||+ Al W[ LH =[F|E,|]

End for

X?=Reshape(W");

Return X?2;

End
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Serambled Image XOR S, XOR X2, if selector = 2 (14)

Serambled Image XOR S, XOR X?, if selector = n — 1
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Fig.4 Encryption and decryption experimental results using COVID-CT-Dataset
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Fig. 5 Encryption and decryption experimental results using IXI-Dataset
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Table 1 Comparison of different metrics for plaintext and ciphertext
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Table 2 Correlation values of plaintext and ciphertext in horizontal, vertical and diagonal directions
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LiD'e 0.996 4 0.997 0 0.996 5 0.996 0 0.9959 0.996 0 0.993 6 0.993 5 0.9932
3L 0.7519 0.753 8 0.7512 0.752 8 0.7417 0.751 4 0.756 1 0.747 0 0.7470
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Fig. 6 Comparison of image histograms
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E7 MEXMESH

Square Error, MSE ) > f& fb. i iR KI5 5 4b U5 S 2 18] 1Y
BEER ISR EBRG R R K TR S5 MSE /Y L
B 7E S0 408, PSNR {ELBRAR , 267 i 50 2 R
5SROI, IR R ARG o AR ST R AT IR 4 o ) TG
7 PSNR AT, LB S5 a2 1 i PSNR S BT . 80
R, 2 MCBS 5Lk Ab BRI | I 1] 5 2% EUE 9 °F- 35 PSNR
fHZ9°4 6.931 dB, ZE {1 T BG4k $H45 B35 3k DA ] 9 W] 4252
[ E GEF 30 dB LA 1) o X —&5 R 7 K0, i 5 1
KR 5 546 B % 2 18] JL P A 7778 ] A 6o B E T

MCBS 53k A R0t . RIS, AN ] EGAREA 1 PSNR B )%
B /N (PR IE 22 AR 0.427) , WE B T A S8 3 X6 A [
G IS TR 25 HAT B A7 0038 Pk S e e 1
24 ITLEsREE

R G TR AS SCHE 1 GO 58 SRR A R AR T R A
AT T SR A ERRITAL , O 5 Y A 3 ey GO % vk
(RIE-RID''®  CCAES"HI FOLS"'" ) 47 T XF b SE 86, 52
BEE R WE 9 K 3PR . PEANFE PRI TS TN Sk ¢
SEVEREAE R AR RURE BEHLME R DL RO RRR AT



5 XX

TETEF SRR, WA , 4 - BE TR RS SHLE 4 > B = 2 R s SR

(a)  Encrypted image with 50x80 occluded area
(a) X HRH 50x80 ) 1%

(b)  Decrypted image corresponding to the occluded encrypted image

(b) S5 inas GO 1oL o fife 2 LS

Fig.8 Occlusion test

8

R

Table 3 Comparison with different algorithms
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ZA I o PN ERAVEAEAE BRI , BRI W BEDLIE A

RIE-RID 5k 45 & T HHH A | EL-Gamal 228 jin %
LRI R G0 o 1 A e A 0 A A R T e
EIGAL 2 AR AT HES , I EL-Gamal %% 553 X &
BLIG B MG TN o d5cJ5 8 Lorenz 22 48 Fl Rossler 5
GXTEURHEATIRIE 5978 H AR RIE-RID 5075 3 o = 4
TG RGER N T %A A (] 52 2% B (AR & 2 ) Sk A
SHOTRHCRENL ., NEITTLIE %8 AE 2% i 6]
e 2 1 1] BB REIT 20 s, JCHk I A2 S B FH R

CCAES F38 i Arnold VR 7 91 A= BUN % % 8, 45 &
AR I Y AES B30 B E EUG AT L %O AR A
FEAES B R R R, A8 BRTE R0 08 T Bk Y
FRE Ty, (A5 02 ER LA B0 i 25 i B kB ag )y o 48
MM, 3 3 B98O v] LLAS Y, CCAES 28046 (1) % SO e
0T Al B, 28 W N 28 &5 SR A7 A — 2 B9 T B4
M2 Z BNt Yok o Ak, HaE By ) A OC R BUE & ik
0.261 2, T B 76 T Bk FEUGRH DG 1 T THIAE AR B Pl . X n]
B2 PR A B 1Y Arnold TR 3 91 A7 A6 SR 1 A K AT 9%

FOLS 27 3 T3 B0 B Lorenz—Stenflo #2581 5] A —FHr
R AEIR T R G0, I-45 6 038 1 ] 0 A2 BH 4 52 BEIEE O
AR 4 BB TR T 2R G A e R R ] T
A BLEABE LY 51, S8 i 8 EAR B LA . IR
167 53 B Logistic B 51z B, HAT 1 &7 114 100 285 0 fige 28 3
JBE o BRI, XA SRR T kR . 3R 3 B A
F W], FOLS 3k 19 UACIH b 3 (% T BUAR A, i Wiz B3 vk
X EUR RS AN I &) HRBT 22 03 B 1 BE 1 #8585 o

AT H 9 MCBS S 7E DR A AR 33 T 45 1 ] 1
BES S TN EUR ALt ASCRZ B Bom# %
W& AT S & R, I BRI TR v 91 i 4T R AT 9
i, [FIE, {f F CNN REAE 42 ORI BLS 1] )9 #E 17 5 5l 4™
B0 AR R T R BN B 44 o A GIRTER G L
o M RV A AR TN R Y 2 A RS AT
WP o 5236 DL K 5500 SG B T L 25 SRR W], MCBS 3303k
HA B i U S B ST R | TRl I DR IE T e 1
AT A



12 - BT T XXXX 4

m L,éﬁ?&k%‘:{)}ﬁﬁﬁiﬂg%ﬂélﬂ,Xﬁﬁtﬁ@ﬂgﬁﬁﬂﬁqg‘

AR TAERE A
i g

S 3k -

[1] WENCC, WANG Q, MIAO X N, et al. Digital image encryption: a sur-
Vey[ﬂ. Computer Science, 2012, 39 (12): 6-9,24.
LG, T W0 T . HFBRARE LR A, 2012,
39(12):6-9,24.

[2]  MATTHEWS R. On the derivation of a “chaotic” encryption algorithm
[J]. Cryptologia, 1989, 13(1): 29-42.

(a)  Original plaintext image (b)  Image after MCBS encryption [3] ALAWIDA M. Enhancing logistic chaotic map for improved cryptographic
(a) JEHRIH SCAEIL (b)  MCBSn%Jq E1% security in random number generation [T]. Journal of Information Security

and Applications, 2024, 80: 103685.

[4] WEIF, WANG Q W, LIU H, et al. Exploiting newly designed fractional—
order 3D Lorenz chaotic system and 2D discrete polynomial hyper—chaotic
map for high—performance multi—image encryption[J]. Fractal and Frac-
tional, 2023, 7(12): 887.

[5] POURASAD Y, RANJBARZADEH R, MARDANI A. A new algorithm
for digital image encryption based on chaos theory[J]. Entropy, 2021, 23
(3): 341.

[6] CHENJ X, CHEN L, ZHOU Y C. Cryptanalysis of a DNA-based image
encryption scheme[J]. Information Sciences, 2020, 520: 130-141.

[7]  WANG Q, XU G T. An encryption algorithm based on improved logistic

(c¢) Tmage after CCAES encryption (d)  Image after RIE-RID encryption mapping and dual-image blending[J]. Netinfo Security, 2022, 22(12) :

(c)  CCAESHn# 5 % (d)  RIE-RID il 5 1% 76-86.
[8] SHAO Y. A parallel color image encryption algorithm using chaos for co-

lour image encryption[ CJ// 2024 3rd International Conference on Electron-
ics and Information Technology, 2024 : 595-600.
[9] DING Y, TANF Y, QIN Z, et al. DeepKeyGen: a deep learning—based
stream cipher generator for medical image encryption and decryption [J].
IEEE Transactions on Neural Networks and Learning Systems, 2021, 33
(9): 4915-4929.
[10] YOUSIF S F, ABBOUD A J, RADHI H Y. Robust image encryption
with scanning technology , the El-Gamal algorithm and chaos theory[]].
TEEE Access, 2020, 8: 155184-155209.
[11] KHAN N A, QURESHI M A, AKBAR S, et al. From chaos to encryp-

(e) Image after FOLS encryption (f)  Decrypted image corresponding to tion using fractional order Lorenz—Stenflo model with flux—controlled feed-
(e) FOLSIN% s &4 picture(b) back memristor[J]. Physica Scripta, 2022, 98(1): 014002.
() (b)) e i % [12] MANZ L, L1J Q, DI X Q, et al. Double image encryption algorithm

based on neural network and chaos [J]. Chaos, Solitons & Fractals,
2021, 152: 111318.
9 AREmMEELNMEER [13] ZHU X Q, LIU J Q, ZHANG D L, et al. Enhancing patient privacy in

ToT-enabled intelligent systems: a deep and broad learning—based effi-

Fig. 9 Encryption results of different encryption algorithms

3 Q:l:‘ii cient encryption network [C]// 2024 TEEE International Conference on
=RtA Smart Internet of Things, 2024: 51-58.
[14] BILAL M, MURTAZA G, DEMIR B, et al. An efficient algorithm to

ZIKjC%EIE IL[_ll E/‘] MCBS %‘%ﬁgm T @Tf‘ [g]/f%jm%?j%%?ﬁ generate dynamic substitution—boxes and its applications in image encryp-
N YN M "1 A N H AR ; tion[J]. Alexandria Engineering Journal, 2025, 116: 214-231.
/f El/]ﬁ‘% ﬁﬂ&uxﬁﬁwjj{lﬂu ’ ﬁ]‘j\j‘%jé%g’f,\ E%E’J E%lil\ﬁ [15] HE X, YANG X, ZHANG S, et al. Sample—efficient deep learning for
}F%}‘jﬁo iz%:iiﬁﬁﬂ% SHA3-256 ﬂﬁgﬁf Q’Q\‘Yﬁ'a?@%éﬁﬁjﬁﬁ COVID-19 diagnosis based on CT scans [DB/OL]. https : //www. medrx-
F CNN ;3&1:/@ ;:F( jmgﬁ T X;J—%ﬂ:/éﬂ %A lgi E@,{%;ﬂﬁ #ﬁﬁﬁg% iv. org/content/10. 1101/2020. 04. 13. 2006394 1v1. full. pdf.

[16] CHEN CL P, LIU Z. Broad learning system: an effective and efficient

J ﬁﬁiﬁ] *ﬁ e ’ ﬁ I Wj/l\tr%:‘ ?ﬂ: il % %T%H i 2P0 Yfﬁ: j:”] % © Ia incremental learning system without the need for deep architecture [J].

EITJ’ s %UHE”‘% IEI HEH é£ *ﬂ% tt%%@}jﬁi}ﬁﬁﬁ%jkéﬁ‘fﬁfg E/\J IEEE Transactions on Neural Networks and Learning Systems, 2018, 29
&l = H 4:45 A iy v (1): 10-24.

S EXTHI I%—”%Eﬂ ’Z%IME%T{” R E ‘@O L [17] ARAB A, ROSTAMI M J, GHAVAMI B. An image encryption method

COVID-CT ﬁﬂi—%%ﬂi’ﬁ‘ P /ﬁ]j ) leil:%%‘% i ’ ZIK)‘C%:%# g/I\ based on chaos system and AES algorithm[J]. The Journal of Supercom-

JrIHL T IURSEHERTE | I ELAT 5 ACHE  J2 DT 13 puin, 2019, 75 6663-6652.

[18] XU Y, JOVICICH J. IXI dataset [ EB/OL]. http : //brain—development.

i BT B T T (G0 50 MCBS 0% e
PRI A5 46 A0 VR AR, 7 e R R Y 1 A st ki)



